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Scope of this Presentation

• Topic: Overview of Concepts in the IDS related to Usage Control & Usage Policies

• Target Audience: IDSA Members who seek knowledge about the conceptualization and implementaion of Usage 
Control in the IDS

• Goal: Form the Basis for further Joined Task Forces to solve legel Problems with Usage Control
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1. Modellation of Contractas – The IDS Policy Language

The IDS Policy Language

• Is a Machine readible representation of Contracts and Usage Policies

• Part of the Information Modell

• Modelling Capabilities: Actions, Geographic Positions, Time Constraints, Logical Expressions, 

Endpoints

Goal: Digital Contracts should be defined/translatable to be binding to regulations.

https://international-data-spaces-association.github.io/InformationModel/docs/index.html
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Defintion of the Rights

Source: https://w3c.github.io/odrl/bp/

The IDS Usage Policy Language is a deriviation of the ODRL (Open Digital Rights Language)

http://shttps/w3c.github.io/odrl/bp/
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Concepts of ODRL
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IDS-Extensions: Contracts, Participants 

Source: https://industrialdataspace.github.io/InformationModel/docs/index.html
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A Digital Contract in Place
@prefix ns0: <https://w3id.org/idsa/core/> .

@prefix xsd: <http://www.w3.org/2001/XMLSchema#> .

<https://w3id.org/idsa/autogen/contractAgreement/11544585-8707-4758-94cb-ad8634f4ac88>

a <https://w3id.org/idsa/core/ContractAgreement> ;

ns0:contractStart "2020-10-02T14:25:47.355+02:00"^^xsd:dateTimeStamp ;

ns0:permission <https://w3id.org/idsa/autogen/permission/60c24c3c-9a84-4528-8d78-834fb1543a1f> .

<https://w3id.org/idsa/autogen/permission/60c24c3c-9a84-4528-8d78-834fb1543a1f>

a ns0:Permission ;

ns0:action <https://w3id.org/idsa/code/USE> ;

ns0:assignee <http://njh.me/www.example.org/YourURI> ;

ns0:assigner <http://ExampleSoftwareInstitute.mobids.de> ;

ns0:targetArtifact <https://w3id.org/idsa/autogen/artifact/ce760269-cde8-4d73-a473-307e3f6fdffd> .

<http://njh.me/www.example.org/YourURI>

a ns0:Participant ;

ns0:corporateEmailAddress "mail@example.org"^^xsd:string ;

ns0:corporateHomepage <http://njh.me/www.example.org/ExampleConsumer> .

<http://ExampleSoftwareInstitute.mobids.de>

a ns0:Participant ;

ns0:corporateEmailAddress "example.Person@example.company"^^xsd:string ;

ns0:corporateHomepage <https://www.example.company/us/> .

<https://w3id.org/idsa/autogen/artifact/ce760269-cde8-4d73-a473-307e3f6fdffd>

a ns0:Artifact ;

ns0:byteSize 0 ;

ns0:fileName "EM_FCD_UI_City.csv "^^xsd:string .
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Actions, Participants need a proper legal / human readable definition, that is well 

defined. How can we ensure this ?

Are we allowed to interprete these Policy Language to legal Contracts ? 

What measures can we deploy to interpret them as legal Contracts (f.e deterministic 

Conversion to Human Language)

Ids:Grant_USE:  "To grant use of a resource to another party. Does *not* imply any 

other usage rights."@en ;

Current Problems
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2. Modellation of Contractas – Contract Handshake

The Contract Handshake

• Is a sequence of Interactions between connectors

• Based on a three way Handshake

• Does not have to Supervised by a User (from a technical point of view)

• Process might be oversighted by a clearing house

Goal: Contracts agreed on by machines (Supervised or even Unsupervised) should be legally binding.
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The IDS Contract Handshake
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The IDS Clearing House

• Decentralized and trustworthy logging service

• Messages are persistently stored 

• Authenticity of Logging Parties is technically ensured
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To what extend is automation allowed ?

Do we always need a superviser sending Agreements ?

What do we need to make the exchanged Contracts binding to all involved parties ?

What do we need to make the Clearing House a source for evidence ?

Current Problems
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Usage Control should:
• Enforce that the exchanged Policies are ensured on a technical level

• Example: Log the Data Processing at a certain Endpoint

• Example: Permit Data leaving the Connector

3. Usage Policy Enforcement – General Ideas
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Usage Control Engines

• Several approaches to ensure Usage Control Exist

• Each of them has different capabilities
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Usage Control Example: How MYDATA works

• MYDATA implements an Routing Adapter and an Interceptor Adapter

• The Routing Adapter controlls, to which external adresses data might be forwarded

• The Interceptor controlls every Data Flow inside of the Connector
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To what extend is the Usage Control Engine allowed to access the data and under 

which conditions ? 

Do we need to specify in advance from the provider side how usage Control is 

implemented in the recipient connector ? 

Current Problems
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4. Usage Policy Enforcement – Usage Control Patterns

Problem: The IDS Usage Policy language is to extensive for an initial implemenation and evaluation

Current Approach: The Development community focuses on example patterns, so called policy 

classes.
• 20 Classes exist 

• All patterns contain parameterized Variables

• Usage Control Engines are implemented and Evaluated against them.
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Usage Control Patterns - Example
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Variables need a proper legal / human readable definition, that is well defined. How 

can we ensure this ?

How do we reference Entities like areas of a City, to be still binding ? 

Current Problems
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5. Certification – The Certification Process

Currently the IDSA is Establishing a Certification Scheme and a Certification Body

• This is an on-going process 

• Specifications for the Certification Criteria are already available

• A in detail examination catalogue is currenlty worked on
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IDS Certification 

• Seperation between Component and 
Organization

• Only certified components by 
certified Organizations are allowed 
to participate

• Software Developer is not necessarly 
also the provider

• Certified Organziations can purchase 
different Components from different 
Providers

· 24
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Overview Certificates

· 25
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State of the Art 

The IDSA released 4 White Papers related to Certification 

• The framework for the IDS Certification Scheme

• A Criteria Catalogue for the IDS Broker (3 different Levels)

• A Criteria Catalogue for an IDS Connector (3 different Levels)

• A Criteria Catalogue of the Operational Environments. (3 different Levels)

All Levels are dealing with Usage Control and Policies to different extends.

· 26

https://www.internationaldataspaces.org/wp-content/uploads/2020/01/IDSA-Strategy-paper-certification-scheme-V.2.pdf
https://www.internationaldataspaces.org/wp-content/uploads/2020/10/IDSA-White-Paper-Criteria-Catalogue-Components-Broker-1.pdf
https://www.internationaldataspaces.org/wp-content/uploads/2020/10/IDSA-White-Paper-Criteria-Catalogue-Components-Connector.pdf
https://www.internationaldataspaces.org/wp-content/uploads/2020/10/IDSA-White-Paper-Criteria-Catalogue-Operational-Environments.pdf
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The Certification Criteria are currently derived partially from Law Regulations (IT 

Security, etc.). Are there any parts of the rule book or laws on contracts, that should 

also be considered ?

Current Problems
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The IDS Certification Criterias currently define 5 Requirements for Usace Control

Certification – Current Criteria for Policy Enforcement
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Criteria Details 

USC 01 Definition of usage policies

 Connector allows data providers to define usage policies that will be published together 

with the data offered

USC 02 Sending of usage policies 

 Connector offering data sends usage policy to be applied to Connector requesting data 

every time connection is established. 

USC 03 Usage policy enforcement 

 Connector facilitates technical enforcement of data usage policy specified. 
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Certification – Current Criteria for Policy Enforcement

USC 04 Usage policy changes 

 Changes to data usage policy can be made only by the data owner or data provider. In 

case of changes made to policy, connection between two Connectors is re-established. 

USC 05 Usage policy changes by administrator

 The administrators of the data provider side cannot change rules regarding data flow 

without data provider taking notice of the change and approving it. 
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Are the stated Criteria hard enough, to verify legal or rule book compliance in terms of 

Usage Control ?

What extensions do we need to achieve this?

Current Problems
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• We talked about 6 areas where Usage Control in the IDS

• We proposed (and will hopefully soon discuss) the following target questions:
• Actions, Participants need a proper legal / human readable definition, that is well defined. How can we ensure this ?

• Are we allowed to interprete these Policy Language to legal Contracts ?

• Do we always need a superviser sending Agreements ?

• What do we need to make the exchanged Contracts binding to all involved parties ?

• What do we need to make the Clearing House a source for evidence ?

• What measures can we deploy to interpret them as legal Contracts (f.e deterministic Conversion to Human Language) To what extend is automation allowed ?

• To what extend is the Usage Control Engine allowed to access the data and under which conditions ?

• Do we need to specify in advance from the provider side how usage Control is implemented in the recipient connector ?

• Variables need a proper legal / human readable definition, that is well defined. How can we ensure this ?

• How do we reference Entities like areas of a City, to be still binding in the context of Usage Control Patterns? 

• The Certification Criteria are currently derived partially from Law Regulations (IT Security, etc.). Are there any parts of the rule book or laws on contracts, that 
should also be considered ?

• Are the stated Criteria hard enough, to verify legal or rule book compliance in terms of Usage Control ?

• What extensions do we need to achieve this ?

Wrap Up



© Fraunhofer Institute for Intelligent Analysis  and Information Systems IAIS 

Further Readings (per Topic)

Topic 1: GitHub - International-Data-Spaces-Association/InformationModel, IDS Usage Policy 

Language (JIVE)

Topic 2: Usage Contract Negotiation (JIVE)

Topic 3: IDS Reference Architecture Model 4.1.3.5 ff

Topic 4: Policy Classes (JIVE)

Topic 5: IDSA - Whitepapers

Topic 6: IDSA - Whitepapers

https://github.com/International-Data-Spaces-Association/InformationModel
https://industrialdataspace.jiveon.com/servlet/JiveServlet/download/2264-15-2948/Specification+-+IDS+Usage+Policy+Language_05-08-2020.docx
https://industrialdataspace.jiveon.com/docs/DOC-2292
https://www.internationaldataspaces.org/wp-content/uploads/2019/03/IDS-Reference-Architecture-Model-3.0.pdf
https://industrialdataspace.jiveon.com/docs/DOC-3412
https://www.internationaldataspaces.org/papers-studies/#whitepapers
https://www.internationaldataspaces.org/papers-studies/#whitepapers
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Thank you for your Attention!

Any Questions ?

· 34


