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IDSA Legal Workshop on Data Ethics

Today’s agenda

1. Welcome and introduction to the IDSA Legal Workshops (Sebastian Steinbuß, IDSA and Olli 
Pitkänen, 1001 Lakes)

2. Introduction to the ethical issues in the data economy (Pekka Mäkelä, Sitra)
3. Recent discussion on data and AI ethical standards (Meri Seistola, Sitra)
4. Practical examples on data ethics (Kari Hiekkanen, Sitra)
5. Sitra's forthcoming Code of Conduct and the ethical maturity model (Jani Koskinen, Sitra)

By the Sitra Ethical Group
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Unlimited 
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standard for data flows between 

all kinds of data endpoints

Trust between different 
security domains 

Comprehensive security functions 
providing a maximum level of trust

Governance for the 
data economy 

usage control and enforcement 
for data flows
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Vision & Mission

Vision
IDS Technology as a standard for 
sovereign and trustworthy data 
exchange across borders

Mission
Having market-ready IDS 
Solutions until November 2020

Creating Business 
Cases

Launch Coalition

Building Solutions

Writing Rule Book
work stream #3

work stream #2

work stream #1

#IDSgolive
> 30 Companies 
> 20 Use Cases

1 Standard

The Rule Book is the document containing the 
final set of agreements which will enable IDS to 
be fully operating. Our goal is to have a first 
version ready for September 2020

https://www.hypertegrity.de/


Topics covered so far

• Existing initiatives addressing the legal aspect of data sharing: Sitra and iShare
• Contracts for data sharing: standard contracts and the Legal Testbed project
• Synergies between IDS, Sitra and iShare: first results from the working group
• Expectations for the IDS Rule Book



Data Ethics
The experience of the Sitra Ethical Group

I. Introduction to the ethical issues (Pekka Mäkelä, Sitra)
II. Practical examples on data ethics (Kari Hiekkanen, Sitra)
III. Recent discussion on data and AI ethical standards (Meri Seistola, Sitra)
IV. Sitra's forthcoming Code of Conduct and the ethical maturity model (Jani Koskinen, Sitra)

Olli Pitkänen, 1001 Lakes



Sitra IHAN Rulebook – Ethics Workgroup

Pekka Mäkelä, Dr. Soc Sci
Research coordinator, University of Helsinki

PI Academy of Finland project Ethical Risks and Responsibility 
of Robotics and Artificial Intelligence, grant 09/2020-08/2024

Keywords: Collective responsibility, collective intentionality, 
philosophy of social sciences, philosophy and ethics of robotics 
and AI

Meri Seistola
Secretary General of The Human Colossus Foundation, 
COO Pikkuli Edu. 

Supporting fair data sharing and MyData activities Meri was the 
Chair for the Finnish committee for ISO Standards on AI. She 
advises startups on lean management and human-centric 
marketing communications. 

Kari Hiekkanen, Dr. Sc
Research Fellow, Aalto University

Kari has long experience in IT and strategy both as a researcher 
and practitioner. 

Expertise area: Artificial Intelligence, Data economy, Digital 
transformation, Digital ethics and sustainability, Industrial 
applications of machine learning

Jani Koskinen, Ph.D.
Postdoctoral Researcher, University of Turku

Koskinen focuses his research on ethics of IS especially in the 
context of data economy ecosystems and information ownership. 
Koskinen has worked in different national and international 
projects. The latest project was IHAN Ethics-project where he 
was the principal investigator (funded by IHAN, SITRA).



Pekka Mäkelä
University of Helsinki



Ethics



Ethics

AIM?

Why ethics? Virtuous corporate agents?

De-regulation, ethics wash? (Hard vs soft regulation)
HOW?

What are the relevant and (specific) ethical problems? Rather ethical
risks?
Ethics and law (law behind development, law leaves discretion, 
technology neutral nature of law) What is the job left for ethics over and 
above law?

To be avoided: ethics washing and ethics bashing



Ethics
Tentative tension from the moral point of view between:

Institutional design perspective -> minimal assumptions -> stimulus –response
model of eg responsibility practices

And

Institutional development of moral reasons-sensitivity

(Full-blown moral agency: Reason space, sensitivity to reasons, action, 
conceptualisation)



Ethics talk
How to talk about ethics?

Rulebook and ethics, how to implement how to bring ethics to the floor level
How to talk about ethics in the context of a rulebook?
Ethical problems? Ethical risks?
Use of ethical theories? Should we discuss in terms of consequentialism, deontology or
virtue ehtics?

How to to approach ethical issues in this context?



Generic ethical concepts

o Responsible agent

o Responsible action (forward looking)

o Responsibility for X (backward looking)

o Trust

o Trustworthiness etc.

o Transparency works with these in a triangle



Triangle

o Who is responsible for what and to whom?

o What are the consequences of my actions? Whose interests may be harmed?

o Who trusts who? 

o To be trustworthy is to be responsible? What is to be responsible?

o Transparency should concern these issues?

o Right to explanation approach? What are you going to do with my data? Why
did you do that? What if…? 



Ethical values and principles

o transparency, 

o justice and fairness, 

o non-maleficence,

o responsibility, 

o privacy, 

o beneficence, 

o freedom and autonomy, 

o trust, 

o dignity, 

o sustainability, 

o solidarity



Ethical principles in the
wild
o Whose concerns matter? 

o What’s the sphere of relevant actors? 

o Whose interests?



Ethical issues in the use
of data
o the place of confidential data

o the link between creation and use of data

o Legislation

o informed consent

o practical needs



Ethical issues in managing and sharing
data
o Primary data use

o Data use in participating firms and companies

o Data re-used removed from its creators

o Data archiving

o Data publishing

27.10.2020



Kari Hiekkanen
Aalto University







(© BusinessInsider, 2012)



(The Independent,11.11.2019) 







(Miltenburg: Stereotyping and Bias in the Flickr30K Dataset, Multimodal Corpora: Computer vision and language processing (MMC 2016))

1. A blond girl and a bald man with his arms crossed 

are standing inside looking at each other. 

2. A worker is being scolded by her boss in a stern lecture.

3. A manager talks to an employee about job performance. 

4. A hot, blond girl getting criticized by her boss.

5. Sonic employees talking about work. 

(© Flickr30K)





(MIT Technology Review, 2020)



(MIT Technology Review, 2015)





”data extraction and analysis”

”personalization and customization”

”continuous experiments”

”new contractual forms due to better monitoring”

(Harvard Business School 2015)



Meri Seistola

The Human Colossus Foundation



Ethics illustrate
values



Industrie 4.0
Era of Data Immersion



Ethical Frameworks
& working groups
ISO/IEC - CEN/CENELEC – DIN, SFS..

IEEE, W3C, ACM..

would share positive experiences with friends and family



Characteristics of IT Trustworthiness

ISO/IEC JWG7

reliability, availability, resilience,

security, privacy, safety,

accountability,transparency, 

integrity, authenticity, accuracy,

quality, usability



Maturity assessment



1 2 3

Data Ethics Business 

Ethics

Ecosystem

Ethics



Ethics of 
Structural Powers



Why Data and AI Ethics is 
Such a Hot Topic



Discussion
What kind of models or structures can you identify? 

Empathetic, ethical, discouraging…



Current Business Models
are Built on Silos



THE RISE OF THE CONSCIENTIOUS 

CONSUMER 
- Why addressing ethical questions in AI will benefit organisations, 

CapGemini Research Institute, 2019

When consumers perceive the company AI interactions ethical

62% would place higher trust

59% would have higher loyalty to the company

55% would purchase more products, provide high ratings and 

positive feedback on social media

61% would share positive experiences with friends and family



Data Interoperability
From Static Silos to a Dynamic Data Economy



Jani Koskinen
University of Turku



Code of Conduct and 
Maturity model



Aiming for fair data 

economy

- We need ways and tools for 
organisations to make data 
ecosystems fairer

→ Code of Conduct

- Maturity model as a tool for that aim

- → in future: detailed description of 
maturity levels→ guidelines for 
actions to reach next level



Security Privacy Commitment to 

ethical practices

Transparency 

and 

communication

Sustainability People 

centeredness

Fair Networking Purpose

Level 0 “I believe that this is 

very secure”

“Your information is 

our now”

“We prefer not to 

commit,  we are free”

”Just Trust us” “Let it burn” “What this has to do 

with the people?”

“Anarchy” “We do what we 

want to do”

Level 1 There is proper 

Antivirus, Firewall and 

other needed security 

tool in use which all are 

properly updated.

Organisation follows 

the privacy regulations.

Organisation follows 

regulations and best 

practices of the own 

field.

Organisation 

follows the 

regulations and 

uses truthful 

communication. 

Organisation has 

documented 

sustainability 

plan/program.

The individuals are 

recognised as 

stakeholder and their 

rights are taken 

account.

Organisation follows 

regulations and best 

practices of the own 

field.

?

Level 2 There is a dedicated

person whose task is to 

keep up with

information security.

Privacy is protected and 

the private information 

is not handed over to 

third parties without 

beforehand informing

the source.

Organisation has 

implemented and 

committed to 

following ethical 

code(s) or other codes 

of conduct.

Organisation 

supports open 

internal 

communication 

and responsible 

information 

sharing.

There is an 

evaluation model 

for sustainability 

with clear 

indicators.

The organisation

collect information of 

needs of individuals to 

improve people 

centredness. 

Organisation 

supports and 

encourages  a fair 

data sharing in  

ecosystems.

?

Level 3 There are clearly 

documented procedures 

for the preparation of 

security threats.

Organisation does not 

collect personal 

information that it does 

not need.

There are clear 

procedures and 

documentation for 

action to be taken 

when ethical issues 

occur.

There is a 

transparent, 

documented plan 

for internal and 

external 

communication 

Organisation 

impact on the 

environment is 

neutral or positive.

Individuals have low-

level ways to 

communicate with the 

organisation and their 

opinions are 

systematically noted.

? ?

Level 4 The whole organisation

has internalised the 

importance of security 

and it is constantly 

monitored and 

developed through the 

organization.

For collected (personal) 

information there is a 

clear lifecycle plan 

where the collection, 

archiving and possible 

erasing of data is 

described.

Organisational 

policies and 

procedures are 

developed critically 

form ethical 

perspective together 

with all relevant 

stakeholders.

Organisation 

openly 

communicates its 

procedures and 

policies.

Organisation is 

actively advancing 

the sustainability 

of its business 

field.

Organisation will 

actively involve all 

relevant stakeholders 

in decision making.

Organisation 

actively seeks to 

ways to advance 

possibilities of 

whole ecosystems.

Organisation has 

clear, public, 

documented goals  

and values that it 

systematically 

work for.



Checklists example: Commitment to ethical

practices
Commitment to 

ethical practices Level description Checklist

Level 0
“We prefer not to commit,  we are free”

Level 1

Organisation follows regulations and 

best practices of the own field.

-Organisation is aware of the regulation that concerns it and 

follows those.

-Organisation is aware and follows the best practices of its 

field.

Level 2

Organisation has implemented and 

committed to following ethical code(s) 

or other codes of conduct.

- There is  dedicated person whose duty is work with ethical 

issues and ensure that codes are updated.

-The codes are public and easy to find.

-The employees are aware of codes and they have been 

officially instructed to follow those.

Level 3

There are clear procedures and 

documentation for action to be taken 

when ethical issues occur.

-Actions of organisation are evaluated and documented from 

ethical perspective and founded problems will be taken care

-Clear support form management for ethical behaviour and 

there are official way to inform founded issues (also without 

need for reveal identity of informer when needed)

-All members of organisation are committed to ethical 

working and there is support and resources (working time 

and budget) for improving ethical issues.

Level 4

Organisational policies and procedures 

are developed critically form ethical 

perspective together with all relevant 

stakeholders.

-Aim is to ensure the ethicality and advance the benefits of 

all stakeholders, including the stakeholders outside of own 

organisation- Individuals, other organisations and society

-Public report of ethical situation and plans to for next years 

is yearly produced and published. (Compare: financial 

statement)



Checklists example: Privacy

Privacy Level description Checklist

Level 0
“Your information is our now”

Level 1

Organisation follows the privacy regulations. -Organization surveys regularly the 

regulations that apply to them and ensure 

that those are followed in the 

organisation. This process is clearly 

documented.

Level 2

Privacy is protected and the private information is not handed 

over to third parties without beforehand informing the source.

-There exists clear documented processes 

for data collection, storage, use and 

distribution.

-There are clear ways to inform 

individuals when their personal data is 

distributed to the third party and if 

possible the information is anonymised

Level 3

Organisation does not collect personal information that it does not 

need.

- All personal information that is 

collected has to be necessary for specific 

use by origination. Personal Information 

is not collected without already existing 

need.

Level 4

For collected (personal) information there is a clear documented 

lifecycle plan where the collection, archiving and possible erasing 

of data is described.

- This lifecycle plan is visible for 

information source and control over 

information use is given for source when 

it is possible and justified.



Now it is time for 

discussion



What’s next

• Anti-trust law in the context of data sharing

• Data usage control

Would you like to contribute or organise a workshop?

Contact giulia.giussani@internationaldataspaces.org


